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Protecting Data, Managing Access,
and Preparing for Al
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Why Security is Critical.
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Salesforce holds  Security impacts Most risks Security must
sensitive trust and come from be continuous
customer data compliance misconfiguration |
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Salesforce Security is Layered

Salesforce Security Model

1. Org-Level Security

2.  Object-Level Security

3.  Field-Level Security

4. Record-Level Security

Security works best when implemented in layers.
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The Biggest Security Mistake

Overusing Profiles
Old model:

e  Many profiles controlling permissions

Modern best practice: (

e  Profiles = baseline access
e Permission Sets = specific permissnons

e Permission Set Groups = job roles

Modern best practice:

Permission Set
Groups = job roles

Permission Sets =
specific permissions

Profiles =
baseline access
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Principle of Least Privilege

Users should have:

—> = —>t—

Only the access they need

Integration users

\

Goal: Reduce risk surface area
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MFA and Identity Security

Multi-Factor Authentication (MFA) AV

Salesforce MFA is now mandatory for all users.

Best practices: l i
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Use SSO Use secure “Monitor login

where possible authentication apps activity
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Automating Access with User Access Policies

User Access Policies
Automate permission assignment based on user attributes.
Example:

If
Department = Sales

Then
Assign Sales Permission Set Group
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Integration Security

Integration Security Best Practices
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Use dedicated
integration users

Isolate and control
access for specific
integrations.
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Apply least
privilege access

Grant minimum
permissions required
for the task.

Avoid admin
credentials

Do not use

high-privilege accounts |

for integrations.

|

Monitor
connected apps

Regularly audit and
review third-party
access.
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Data Security & Compliance

Tools available in Salesforce:

' C’ T
Field Level
Security
s y

Data
Classification

Shield Platform
Encryption

Shield Purchase)
\_
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(Available with SF

Event
_Monitoring

| (Available with SF
Shield Purchase)
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Al and the Future of Security

Security in the Age of Al ~

@3{\ Einstein |
) Trust Layer

Salesforce introduced the
Einstein Trust Layer
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Secure data grounding Data masking ‘ Auditability
Ensures data privacy Protects sensitive Tracks and logs Al

and control. information. interactions.

u J . r \_




sciunons

Security Best Practices Checklist

Top Security Actions for Every Org
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Conduct

quarterly access
reviews
©
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Limit System | Review  |—
Administrator integration
users permissions
© ©
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Monitor setup
audit trail

©

®

" Run Salesforce |

- Health Check
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Salesforce Security Key Takeaways

( R

S

Security is
layered

A multi-faceted
approach is essential.
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Permission sets Identity [
are the modern protection is
model critical
Flexible and precise Safeguard user
access control. identities.

.

.

Monitor
integrations
carefully

Oversee third-party
connections.

Al makes data

| Ensure data integrity -
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governance even
more important

.

and compliance.




